
Humbl Health Privacy Policy
1. Introduction
As a responsible healthcare provider, Humbl Health Ltd, value the
trust you place in us when you share your personal data. We are
committed to protecting the privacy of everyone who uses our
sites and services and anyone who supports our work through our
supplier and customer network.

This Privacy Notice contains our obligations and promises to you
about the different types of personal data we might collect about
you when you browse this site and contact us. It explains how we
will store, handle, and protect that data.

2. Who we are (identity of the data controller)
We are an English company, Health Limited Ltd (trading as Humbl
Health) incorporated and registered in England and Wales with
company number 14072782 whose registered office is at 165-167
Great Portland St, London, W1W 5PF.

The following laws will apply to the protection of your personal
data when use this website:

1. If you are a resident of the United Kingdom, the UK GDPR as
defined in the Data Protection, Privacy and Electronic
Communications (Amendments etc.) (EU Exit) Regulations
2019, the Data Protection Act 2018 and the Privacy and
Electronic Communications (EC Directive) Regulations 2003;

2. If you reside in any other country, the applicable data
protection laws, and regulations in your country of residence.



3. Please note that the Humbl Health service is only offered to
residents in England at this time due to regulatory
requirements. If you are outside England, you should not use
the Humbl Health service although you may still visit this
website.

3. What personal data do we collect and when?
Personal data, or personal information, means any information
about an individual from which that person can be identified. It
does not include data where the identity has been removed
(anonymous data).

We may collect, use, store and transfer different kinds of personal
data about you which we have grouped together, as follows:

1. Identity Data includes name, gender, date of birth, address,
telephone number, email address, optional NHS number.

2. Contact Data includes email address and telephone
numbers.

3. Technical Data includes internet protocol (IP) address, your
login data, browser type and version, time zone setting and
location, browser plug-in types and versions, operating
system and platform and other technology on the devices
you use to access this website and our apps.

4. Special Categories of Data includes sensitive medical details
such as symptoms, conditions, biometrics, family history,
medication, and any other health data you provide to us by
using our app.

5. Usage Data includes information about how you use our
website, products and services.



We also collect, use and share Aggregated Data such as statistical
or demographic data for any purpose. Aggregated Data may be
derived from your personal data but is not considered personal
data in law as this data does not directly or indirectly reveal your
identity. For example, we may aggregate your usage data to
calculate the percentage of users accessing a specific feature in
the app. However, if we combine or connect aggregated data with
your personal data so that it can directly or indirectly identify you,
we treat the combined data as personal data which will be used in
accordance with this privacy notice.

IF YOU FAIL TO PROVIDE PERSONAL DATA
Where we collect personal data in order for the information to be
forwarded via the Humbl Health web application to the GP
practice you have chosen and you fail to provide that data when
requested, we may not be able to share the information with the
GP practice. This does not affect your ability and freedom to visit
your medical practitioner.

We collect the information in the following circumstances:

● Direct interaction, such as when you register on our website
or app.

● When you have given a third-party permission to share with
us the information they hold about you (for example, if you
are directed to the Humbl Health web application from
another service that you subscribe to).

● When you allow social media sites to provide your data to us.
● When you contact us by telephone or email.
● When completing any of our surveys or leaving us a review.



● When completing any forms for transactional, employment
or other purposes.

● When you enter a contract with us.
● When you visit our website our servers record data about

your internet browser, I.P. computer address (which is the
unique numerical address given to every computer
connected to the internet), the time and duration of your visit
and which pages you looked at.

● We also collect information about how our website is used
and track which pages users visit when they follow links in
Humbl Health emails.

Third parties or publicly available sources.
We may receive personal data about you from various third
parties and public sources as set out below

● Technical Data from the following parties:
○ analytics providers such as Google based outside the

EU;
○ advertising networks;
○ search information providers based inside or outside

the EU.
● Contact, Financial and Transaction Data from providers of

technical, payment and delivery services based inside or
outside the EU

● Identity, Contact, Profile, Usage, Marketing and
Communications Data from data brokers or aggregators
based inside or outside the EU



● Identity and Contact Data from publicly available sources
such as LinkedIn, Companies House and the Electoral
Register based inside the EU.

● Like many other websites, the https://bubble.humblhealth.io/
website uses ‘cookies’ which are small files stored on your
computer that allow websites to recognise you when you visit
the next time. They store data about your browsing history
but do not identify you as an individual. We use this
information to monitor and improve our website, services
and activities which helps us to deliver a better more
personalised service.

● You can switch off cookies in your browser preferences but
doing so may result in a loss of functionality when using our
website.

● For more information about what cookies are, and to see how
we use them, please refer to our Cookie Policy. This page also
includes instructions on how to disable cookies if you do not
want them to be used.

● The https://bubble.humblhealth.io/ website may include links
to other sites, not owned or managed by us. We cannot be
held responsible for the privacy of information collected by
websites not owned and managed by Humbl Health Ltd.
When you leave our website, we encourage you to read the
privacy notice of every website you visit.

4. How we use your personal data
We will only use your personal data when the law allows us to.
Most commonly, we will use your personal data in the following
circumstances:

https://bubble.humblhealth.io/
https://bubble.humblhealth.io/


We process your personal data, which may include but not limited
to, your name, address, phone number, image for identification
purposes, email address, General Practitioner (GP), GP address,
Date of Birth, NHS number, prescribed medications, supplied
medications and other details about your medical history that you
choose to provide and share with us.

We process this information for the following purposes;

● To provide you with products and services including
healthcare services.

● Internal record keeping.
● To improve our products and services.
● For the purpose of employee training and to improve our

quality of service, we may obtain some personal information
from monitoring or recording calls.

● In the event of a business sale or merger, personal data will
be transferred to the new business owner in line with
regulatory requirements.

● Keeping you informed about new products, special offers or
other information which we think you may find interesting. If
you no longer wish to receive such emails, you can ask us to
stop at any time.

● Market research, we may, from time to time, contact you for
market research purposes.

5. Legal basis for data processing

1. The lawful basis we rely upon for processing all this data
varies depending upon the way it has been collected, and
the purpose of the processing.



2. We will use personal data firstly to fulfill any contractual
obligations that exist between us. Where we request personal
data be provided to meet the terms of any such contract you
will be required to provide the relevant personal data, or we
will not be able to deliver the goods and/or services you have
requested. In such cases, the lawful basis of us processing
the personal data is that it is necessary for the performance
of a contract or necessary to collect prior to entering that
contract.

3. We also process your data when it is necessary for a legal
obligation, a task carried out in the public interest, necessary
for the vital interests of you or another person, necessary for
legal proceedings or for preserving yours or someone’s legal
rights, necessary for medical purposes or for our own
legitimate interests or the interests of a third party with whom
we might disclose data to, except where there is
unwarranted prejudice to yours or others legitimate interests.

4. Patient data is considered to be a special category of data
under the UK and EU General Data Protection Regulation and
is processed under section 6(1)(c) “necessary for compliance
with a legal obligation to which the controller is subject “and
9(2)(h) “(h) processing is necessary for the purposes of
preventive or occupational medicine, for the assessment of
the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment or the
management of health or social care systems and services
on the basis of Union or member State law pursuant to
contract with a health professional and subject to the
conditions and safeguards referred to in paragraph 3;”



5. We may also process patient data, when it is necessary, for
the performance of a task carried out in the public interest or
in the exercise of official authority…’in accordance with GDPR
6(1)(e).

6. For all individuals, users, and non-user contacts we rely on
separate, explicit consent for direct marketing. You may
withdraw your consent for further processing, fully or for
specific purposes at any time by emailing
dpo@humblhealth.io or by opting out from the link on the
communication that is sent to you. It is important to note that
this may affect the services we are able to offer you, and we
may need to continue to process data relating to your
request to withdraw consent.

7. We sometimes need to use your data to help us run our
business. For example, to action any changes to your
account that you request, or to personalise the services we
provide – with the aim of improving your customer
experience. We will only use your data in these instances,
where doing so does not materially impact your rights,
freedom, or interests. In this case, your data is processed
under legitimate interest.

8. We have set out below, in a table format, a description of all
the ways we plan to use your personal data, and which of the
legal bases we rely on to do so. We have also identified what
our legitimate interests are where appropriate.

9. Note that we may process your personal data for more than
one lawful ground depending on the specific purpose for
which we are using your data. Please contact us if you need
details about the specific legal basis we are relying on to



process your personal data where more than one has been
set out in the table below.

Purpose/Activity Type of data Lawful basis for
processing
including basis of
legitimate interest

To register you as a
new customer or
supplier

Identity

Contact

Performance of a
contract with you

To process and
deliver or receive
your order including:

(a) Manage
payments, fees and
charges

(b) Collect and
recover money
owed to us

(c) provide technical
support to you as a
customer

(d) provide you with
training

Identity

Contact

Financial

Transaction

Marketing
and
Communicat
ions

Performance of a
contract with you

Necessary for our
legitimate interests
(to recover debts
due to us)



To enable you to
have access to an
online consultation
via the app and,
either to send your
details to your
chosen GP practice
or instead to
recommend that
you seek more
urgent care

Identity

Contact

Special
Category of
Data

necessary for
compliance with a
legal obligation to
which the
controller is subject
processing is
necessary for the
purposes of
preventive or
occupational
medicine

To manage our
relationship with you
which will include:

(a) Notifying you
about changes to
our terms or privacy
policy

(b) Asking you to
leave a review or
take a survey

(c) respond to
enquiries from you
received through the
website or otherwise

Identity

Contact

Profile

Marketing
and
Communicat
ions

Usage

Performance of a
contract with you

Necessary to
comply with a legal
obligation

Necessary for our
legitimate interests
(to keep our
records updated
and to study how
customers use our
products/services
and respond to
your enquiries or



(d) respond to a
request for a demo
of our product

(e) to respond to a
clinical incident you
raised

provide you with a
demo)

To administer and
protect our business
and this website
(including
troubleshooting,
data analysis,
testing, system
maintenance,
support, customer
feedback, reporting
and hosting of data)

Identity

Contact

Technical

Necessary for our
legitimate interests
(for running our
business, provision
of administration
and IT services,
network security, to
prevent fraud and
in the context of a
business
reorganisation or
group restructuring
exercise)

Necessary to
comply with a legal
obligation



To deliver relevant
website content and
advertisements to
you and measure or
understand the
effectiveness of the
advertising we serve
to you

Identity

Contact

Profile

Usage

Marketing
and
Communicat
ions

Technical

Necessary for our
legitimate interests
(to study how
customers use our
products/services,
to develop them, to
grow our business
and to inform our
marketing
strategy)

To use data
analytics to improve
our website,
products/services,
marketing, customer
relationships and
experiences

Technical

Usage

Necessary for our
legitimate interests
(to define types of
customers for our
products and
services, to keep
our website
updated and
relevant, to
develop our
business and to
inform our
marketing
strategy)



To send you
communications,
invite you to events,
and feedback
groups to share best
practice,
functionality,
product updates
and clinical
networking sessions
to make suggestions
and
recommendations
about our existing
service that may be
of interest, if you are
a customer or a
potential customer

Identity

Contact

Technical

Usage

Profile

Marketing
and
Communicat
ions

Necessary for our
legitimate interests
(to develop our
products/services
and grow our
business)

Change of purpose
We will only use your personal data for the purposes for which we
collected it, unless we reasonably consider that we need to use it
for another reason and that reason is compatible with the original
purpose. If you wish to get an explanation as to how the
processing for the new purpose is compatible with the original
purpose, please contact us

If we need to use your personal data for an unrelated purpose, we
will notify you and we will explain the legal basis which allows us to
do so.



Please note that we may process your personal data without your
knowledge or consent, in compliance with the above rules, where
this is required or permitted by law.

6. How do we store, process, and protect your personal data?
The personal data that we collect from you is stored in the
European Union on (Europe) Cloud Servers of Amazon Web
Services with all primary processing taking place in the UK. This
data may, however, be processed by sub-processors operating
outside of the European Economic Area (“EEA”) based on a data
processing agreement if the additional requirements for
processing in third countries are compliant with an appropriate
level of protection in the third country and appropriate guarantees
(such as standard data protection clauses, or exceptional
circumstances). A full list of our third-party sub-processors and
details of their privacy policies can be found below.

When you visit our site, we use a third-party service, Google
Analytics, to collect standard internet log information and details
of visitor behaviour patterns. We do this to find out such things as
the number of visitors to the various parts of the site. This
information is only processed in a way that does not directly
identify anyone. We do not make, and do not allow Google to
make, any attempt to find out the identities of those visiting our
website.

Sensitive information between your browser and our website is
transferred in encrypted form using Transport Layer Security
(“TLS”). When transmitting sensitive information, you should always
make sure that your browser can validate our certificate.



Where you communicate with us via our site, the nature of the
Internet is such that we cannot guarantee or warrant the security
of any information that you transmit as no data transmission over
the internet can be guaranteed to be 100 % secure. However, we
will take all reasonable steps (including appropriate technical and
organisational measures) to protect your personal data.

Please contact our Data Protection Officer if you would like further
details on the specific safeguards applied to the export of your
personal data outside the UK/EEA.

Processors and sub-processors
Infrastructure processors

• WordPress https://wordpress.org/about/privacy/

• Intercom - https://www.intercom.com/legal/privacy

Customer feedback, engagement, analytics and support

• Cookiefirst - Cookiefirst Privacy Policy

• Google Analytics & GSuite – Privacy Policy – Privacy & Terms –
Google

• MailChimp https://mailchimp.com/legal/privacy/

• Slack –https://slack.com/intl/en-gb/privacy-policy

7. Children’s Data
We never knowingly collect personal data from children under 16.
However, we encourage parents and legal guardians to monitor

https://wordpress.org/about/privacy/
https://www.intercom.com/legal/privacy
https://cookiefirst.com/legal/privacy-policy/?_gl=1*11p85ny*_up*MQ..&gclid=CjwKCAjwp7eUBhBeEiwAZbHwkUqzb98wk0NrUagYPaBbri97Rt9ohqTQRXq5rRcIKwE0LYYzD2YHxBoCyGEQAvD_BwE
https://policies.google.com/privacy?gl=uk
https://policies.google.com/privacy?gl=uk
https://mailchimp.com/legal/privacy/
https://slack.com/intl/en-gb/privacy-policy


their children’s Internet usage and to help us to enforce this notice
by instructing children never to provide personal data to us.

8. Sharing and storing of information
Sometimes we will share your personal data with trusted third
parties. We will do this in the following circumstances:

● To process an order e.g., with third party payment service
providers

● To handle complaints e.g., with our Customer Services call
centre

● To detect any fraudulent activity, or assist law enforcement
authorities

When we share information with third parties, we will ensure that:

● We only provide the data they need to perform their specific
function

● They only use the data provided as intended
● They have the requisite measures in place to protect your

data and delete it once the function has been performed, or
delete it when we cease working with them

Some of our partners and third parties who may receive your
personal data are based outside of the European Economic Area.
In such cases, we conduct due diligence to ensure that our
partners are contractually bound to protect your data to the same
degree that is required in the European Union.

9. How long we retain your personal data
We only keep your personal data for as long as is necessary for the
purpose for which it was collected (subject to any legal



requirements). Once it is no longer necessary, we will either delete
the data, or anonymise it. The use of anonymised data helps us to
optimise our customer service.

If you ask us to delete your data, then we may not be able to
provide you with all of the services offered from this website.

10. Your rights as a data subject
You have the following rights which you can ask us to comply with:

Your right to rectification – You have the right to correct any
information we store which might be incorrect, incomplete, or out
of date. You can do this by contacting our Customer Services
Team who will give you step-by-step advice on how to do this. You
can contact them by emailing: support@humblhealth.io

Your right to restrict processing – If we are processing your
personal data on the basis of our legitimate interest, you have the
right to ask us to stop. We must then do so unless we believe we
have a legitimate overriding reason to continue processing your
personal data.

Your right to object –You have the right at any time to stop us
sending you marketing material. You can do this in the following
ways:

● Click the ‘unsubscribe’ link in any email communication that
we send you. We will then stop any further emails from
reaching your inbox.

● Contact our Customer Services Team by emailing:
support@humblhealth.io



● Email or write to: The Data Protection Officer
registered office as before.

Please note that if you follow a link which clicks through to a
third-party site, this notice will not apply and you will need to
review that third party’s privacy terms and conditions.

Your right of access – You have the right to ask us what data we
hold which concerns you. Such requests are usually free, but we
will ask you to submit your query in writing and include the
following:

● Full name (we will ask you to verify your identity)
● Full address
● Email address
● Phone number
● Specific details on what you require or are requesting

We will process your request and will either respond within 30 days
or contact you to gather more information before we fulfil your
request. In the event that we might refuse to fulfil your request (for
example if it is unreasonable), we will give a full explanation as to
why.

Please submit your requests through the following channels:

FAO: The Data Protection Officer,registered office as before.

Or send an email to: dpo@humblhealth.io

Your right to be informed – This Privacy Notice together with our
Cookies Policy provides your right to be informed about the
collection and use of our personal data.



Your right to erasure –You have the right to obtain from us the
erasure of your personal data when the processing is based on
your consent and such consent is withdrawn. To exercise your
‘right to be forgotten’, please contact us at dpo@humblhealth.io
and we will comply with your request within 30 days from the date
that we have identified you. Please note that your right to erasure
does not apply to data related to any of your transactions as we
have a legal obligation to keep the same.

Your right to data portability –You have the right to receive a copy
of the personal data that we hold about you and/or have such
personal data transmitted from us to another data controller if this
is technically achievable.

11. Questions and Complaints
Should you wish to discuss a complaint, please contact
dpo@humblhealth.io and we will be happy to assist you.

Alternatively, if you are unsatisfied with the DPO’s response to your
concern, Under Article 77 of the GDPR you have the right to lodge a
complaint directly with the Information Commissioner’s Office.
Under Article 80, you may authorise certain third parties to make a
complaint on your behalf (such as legal representation).

You would also have the right to opt-out of the sale of your
personal information.

Finally, you have the right not to be discriminated against for
exercising any of the rights described in Section.

12. Changes to this privacy notice



We reserve the right to make changes to this Privacy Notice at any
time without prior consultation. Any changes to this Privacy Notice
will be posted on our site so that you are always aware of what
personal data we collect, how we use it, and under what
circumstances, if any, we disclose it. If at any time we decide to
use personal data in a manner significantly different from that
stated in this Privacy Notice, or otherwise disclosed to you at the
time it was collected, we will notify you by email.


